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Bl Discussion Topics

= Data Governance - What it Covers;
Who Manages It

* Data Governance Reporting
= Data Classification and Risk Assessments

= Questions



B Ethisphere: Advancing Business Integrity

for Competitive Advantage

BUSINESS ETHICS
LEADERSHIP
ALLIANCE

Convening Senior Leaders

Network of 275+ company members

Local peer-to-peer programs; annual
Global Ethics Summit® and events in
the Americas, Europe, South Asia and
Asia Pacific

o

Codifying Best Practices

» Actionable data, insights:
« World’'s Most Ethical
Companies®
» Corporate culture data:
> 4 million employees
» Centers of Excellence —
company contributions

©)|WORLD’S MOST

o ETHICAL
&1 COMPANIES®
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@

Mapping to Top Frameworks

Capability building
Maturity-based assessments
Benchmarking, improvement plans

» Ethics and Compliance
» Ethical Culture

* Anti-Corruption

» Cybersecurity

* Trade Secret & IP
Protection
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Bl Data Governance:
What it Covers;
Who Manages It



I What Does ‘Data Governance’ Cover? SPHERE

In our organization, data governance specifically covers the following issues (select all that

apply):
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I What Data Does it Cover? SPHERE

Specifically, our data governance program covers

Ohurrfatadq[overnap:e program Ilf the following types of data (select all that apply):
chartered to provide an overa
framework that governs all types Other (please specify): 35.7%
of data (employee information,
. . . Personal Identifiable Information from
customer information or other third- customers/consumers
party information, confidential
business information, etc.). Trade secrets we receive from other third parties

Trade secrets we receive from customers

Confidential business information we receive from
other third parties

Confidential business information we receive from
customers

mYes

= No Our trade secrets

Our confidential business information

Confidential employee information (e.g. Personal
Identifiable Information)
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B How is the ‘Data Governance’ Team Organized?

The following best describes how we are organized to lead
the establishment and implementation of our data
governance program.

® Cross-functional
team / working

group

m Specific
functional
department

® Individual data
governance
officer

= Other, please
specify.
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B Establishing & Implementing Policies - SENERE

Does one functional department have

Does one functional department have the ultimate : : o
: S o the ultimate authority and responsibilit

authority and responsibility for establishing the data for overseeing the ixlplemenfation ofy

governance policies: the data governance policies:

Each functional
department does this

Cross-functional team
has responsibility

No clear responsibility

Yes
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B QOverseeing and Monitoring Policies - 2RMERE

Does one functional department have the
ultimate authority and responsibility for

monitoring and enforcing the data
governance policies:




I If One Department, Which One? ~ 11/ SPHERE

If One Department

LEGAL INFO SECURITY ERP OPERATIONS

m establishing policies = overseeing implementation = monitoring and enforcing

10
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Bl Data Governance
Activities & Reporting



B Data Governance Activities SEMERE

The people or group at our company that manage data governance routinely oversee or perform the
following activities (select all that apply):
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B Data Governance Reporting =

The following describes how data governance is reported to senior management and/or the Board
(please select all that apply):

Regularly report Regularly report Regularly report Regularly report Only report to Only report to C- Only reportto  Other (please
to full Board to Board to member of C- to functional Board if incident suiteifincident  functional specify):
Committee suite department occurs occurs department -
head head if incident
occurs
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Bl Data

Classification
and Risk
Assessments



. gn . SPHERE
B Data Classification Procedures LT

The following best describes our data classification procedure.

There is no formal system for doing this

We have policies and procedures on data
classification levels

We have policies that establish the levels of data
confidentiality

People generally know what data we consider to
be proprietary or confidential

0 5 10 15 20 25 30 35 40 45



B Data Governance Guideline Considerations =55

Our data governance program considers and helps to establish guidelines for (select all that apply):
90

80

70

What data What data Approachesto Who needsto How longthe Whenand how How toutilize Other (please
needs to be needs to be  minimizing the accessthe data data is retained the datais data for value specify):
collected retained data collected destroyed creation
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I Data Governance Risk Assessment Elements SPHERE

The following specific elements are taken into account in our to data governance risk
assessments (select all that apply):
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I About Our Data Governance Program ©//SEHMERE

Data Governance at Our Company

STRONGLY DISAGREE DISAGREE NEITHER AGREE STRONGLY AGREE

m usedtobuild trust with customers w could tell a compelling story to regulators w right balance between centralization and flexibility © embedded inour culture
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B Questions



TATA STEEL

@PEPsmo

DAlstate. g1 soeme

g@y /OYA

Sbank (())JLL DEALL

WYNDHAM
~ WORLDWIDE Walmart

=" Microsoft rl Lincoln

Financial Group

Gzl P [Hilton

BUSINESS ETHICS
LEADERSHIP

ALLIANCE"

An Ethisphere Community

A Global Community Committed
to Advancing Business

Integrity. Together.

= 275+ Companies

» Resources to Engage Global Teams and
Executive Management

» Member-Contributed Program Materials

= Exclusive Data & Reports

= Mentor Program

» Global and Local Peer Events



Bl Services to Measure and Improve Programs

Key Methodologies to Enable Improvement:

Benchmarking Against the World’s Most Ethical
Companies Ethics Quotient Data Set

= The Ethics Quotient survey and benchmarking against
leading companies

Ethical Culture and Perceptions Assessment

= Provides an objective measurement of a company’s
ethical culture, compliance programs, policies and
procedures, and more.

Ethics and Compliance Program Maturity Index

= Subset of Ethisphere’s Ethics Quotient survey ready to
deploy to measure critical ethics and compliance
program elements across business units or with key
third parties.
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Additional Program Improvement Methodologies:

Anti-Corruption Assessments
» Leading international guidance
= |SO 37001 Anti-Bribery Management Systems

Standard

Cybersecurity Assessment
= Aligns to NIST Cybersecurity Framework and
its 98 controls

Trade Secret and Intellectual Property

Protection Assessment
= Measures the maturity of controls in place
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I BELA Special Reports to Examine Leading SEHERE
Practices and Insights

A SPECIAL REPORT:

RISK MANAGEMENT INTEGRITY
_ _ SR IN AMERICA AS A TEAM SPORT DIVERSITY — UNIVERSAL
Member Companies Contributed . AN INVESTMENT THAT PAYS REFRESHED
. . - SIMPLICT
Thought Leadership to Special Reports : Jiii i
2 r EVOLVED
» Digital Innovation
BYCATIS
= Root Cause AL SULTUR

* Third Party Risk 3M Dell Microsoft
= Diversity — An Investment That Pays
= [ atin America ABB Eli Lilly Millicom
* Risk Management as a Team Sport Aoeep v nto Complisne Accenture Granite Nokia
'SPHERE Program Technology —— C on Stru Ctl on
= Codes of Conduct oo | e Johnson ON
Arm Controls Semiconductor
THIRD PAR . Kellogg
Boeing Voya
e Company
CSAA L'Oréal Walmart

BELA Member Company Contributions
to Ethisphere Special Reports 22



Thank You

Craig Moss
Craig.Moss@ethisphere.com




