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Disclaimer

The materials and views expressed 
in this presentation are the views of 
the presenters and not necessarily 

the views of Northwell Health



• Compiled semi-annually and the areas covered include:

• The status of ongoing Compliance initiatives

• Key changes and updates to pertinent rules and regulations

• Risk profile chart

• Health System financial data and benchmarks

Risk Assessment Resource Guide 



• Government audit data trends and Health System 
government audits

• Internal audits conducted

• Health System voluntary disclosures

• Health System developments

• Compliance Help-Line trend analysis

Risk Assessment Resource Guide (cont.)



• Interviews of key personnel

• External work plans from OIG and OMIG are reviewed

• Prevalent industry topics  also reviewed 

• Internal data mining, through third party software

• Financial data is assessed to evaluate reimbursement trends

• Audit items that pertain to the Health System are placed on a 
“potential audit” list

• Prior year audits/re-audits

Determining Potential Risk Areas 



Data Mining 

• Federal/state governments investing heavily in data mining tools

• What is “data mining” and how does it relate to risk 
assessments? 

• Types of data mining algorithms/reviews 
• RAC  
• OIG/OMIG work plans 
• External reports (e.g., Medicare Compliance Report)
• Help Line calls 
• Internal inquires 

http://www.bing.com/images/search?q=Picture+of+data+mining&view=detail&id=24CA92ABD6B5A03854A489F9AA940C8E15675CCF&first=61&FORM=IDFRIR


• Identified data mining risk areas 
often do not equate to errors

• Data mining software can validate 
data is within a normal range

• Lots of options to perform data 
mining internally or externally   

Data Mining (cont.)



Sample Data Mining Dashboard 
(Non-Northwell Data)



Sample Data Mining Report 
(Non-Northwell Data)



Hotline Statistics  



Hotline Statistics  



FairWarning®

• Monitors our EMRs 24 /7

• Everyone is entitled to their privacy



CMS Open Payments

•Publicly available

- Provider name and address

- Total investments interest

- Total research payments

- Total general payments

- Details regarding all reported 
information
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Score Mission Financial Legal Likelihood of Risk Detectability Controls

1

Little or no mission risk at either 

System or hospital level.

Loss is less than 3 million of net 

revenue.

Technical violation of law or 

regulation. Little or no f ine 

probable.

Low risk, unlikely to occur. 

Historical and industry 

experience show low likelihood 

of occurrence.

Failures are likely to be 

detected. Process is directly 

supervised. Automated 

safeguards for identifying 

variations/errors.

Internal and/or automated 

controls proven to be highly 

effective in mitigating all risk.

2

Slight mission risk. Possible 

bad press but no signif icant 

patient, physician, constituent 

consequences.

Loss between 3-6 million of net 

revenue.

Civil f ines and/or penalties up to 

$1,00,000 possible, but little risk 

of exclusion, CIA, loss of 

accreditation/licensure.

Slight risk, historical industry 

experience shows some 

likelihood, however not 

experienced in organization to 

date; simple well understood 

process; competency 

demonstrated - less likely to fail.

Slight risk that failure will not be 

detected - process failures; 

moderate safeguards in place; 

partially automated process with 

moderate management 

oversight.

Routinely audited and/or tested. 

Performance metrics are 

established, routinely reviewed 

and show little variation. Current 

policies and procedures exist. 

Employee training and 

competency established. W ell-

prepared to manage this risk 

appropriately based on 

implemented risk management 

plans.

3

Moderate mission risk. Probable 

bad press. Probable modest 

physician, patient and/or 

constituent fallout.

Loss between 6-30  million of 

net revenue.

Civil f ines and/or penalties up to 

$10,000,000 probable. Modest 

risk of exclusion, CIA possible.

Moderate risk of occurrence 

within next 12 months; isolated 

to single facility.

Moderate risk that failure will not 

be detected. Limited safeguards 

in place to identify failure prior 

to occurrence. Partially 

automated process with limited 

management oversight.

Periodically audited and/or 

tested. Corrective action plans 

developed and tested for 

effectiveness. Limited 

performance metrics 

established. Risk management 

plans expected to manage the 

risks appropriately.

4

Signif icant negative press 

coverage. Signif icant patient, 

physician and/or constituent 

fallout.

Loss between 30-50 million of 

net revenue.

Civil f ines and/or penalties up to 

$30,000,000 probable. Loss of 

business unit 

licensure/accreditation. 

Exclusion possible. CIA 

probable.

Signif icant risk; likelihood of 

occurrence in up to 50% of 

facilities; complex and/or 

manual process.

Signif icantly diff icult to detect 

prior to failure; manual 

safeguards in place to identify 

failures; no automated 

processes; periodic 

management oversight.

Management Review and 

approval required. Process not 

audited or tested or infrequently 

audited or tested. Limited policy 

or procedure guidance. Some 

risks management plans or 

steps undertaken; not 

reasonably expected to manage 

the risk appropriately or fully.

5

Extensive and prolonged 

negative press coverage. 

Signif icant sponsor/board 

questions of management. 

Extensive patient, physician, 

and/or constituent fallout.

Loss greater than 50 million of 

net revenue.

Criminal conviction and/or 

exclusion of hospital or System 

probable. Fines, penalties and 

or legal exposure in excess of 

1% net revenue or $40,000,000. 

CIA certain.

High risk of occurrence. Likely 

to occur in next 12 months. 

Highly complex process with 

numerous hand-offs. Relies on 

extensive specialized skills. 

Note: should assume 

natural/manmade disasters are 

likely to occur in next year.

Extremely hard to detect prior to 

failure. Highly automated with 

little or no human intervention, 

oversight or control. No built-in 

safeguards, cross-checks, or 

other mechanisms to identify 

errors/failures prior to 

submission/completion.

No formal controls in place. No 

risk management plans or steps 

in place currently.

2019 Compliance Risk Assessment Scoring Matrix

                             Impact to the Organization Vulnerability

Sample Scoring Matrix 



External 
Vulnerability
Assessments

Internal 
Vulnerability
Assessments

Wireless
Assessments

1
3

* HIPAA 
Assessments

2

IT Risk Analysis Process 

Step 1
Assess & Evaluate Risk

Step 2
Prioritize & Remediate Issues

Step 3
Validate & Certify 

Results

16
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Risk Ranking
Measured in terms of impact and likelihood of occurrence using 
an ordinal scale (urgent, high, medium, low) to rank order of 
importance. 

Risk Remediation Priorities
Prioritization of risks based on qualifiers for “scope” and 
“broadness of impact” to facilitate dialog on how to allocate 
resources.

IT Risk Analysis Process 



Risk Ranking Process
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*Identify 
Risk Ranking

• Urgent

• High 

• Medium

• Low

Determine 
Broadness 
of Impact

• Physician Practice

• Community 
Hospital

• Tertiary Hospital

• Business Office

Determine 
Scope of 
Finding

• Operational Issue

• Defective or 
Malfunctioning 
Control

• Design or Control 
Gap

Assign 
Remediation 

Priority

• Priority 1 (Now)

• Priority 2 (Soon)

• Priority 3 (Later)

*Risk Rankings are based on NIST 800-30 definitions



• Finding

• Recommendations

• Location

• Threat

• Risk Category

• Risk Score

• Risk Ranking

Risk Analysis Register Components
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• Remediation Owner

• Corrective Action Plan (CAP)

• CAP Status

• Actual/Targeted Completion 
Date

• Ticket or Project # 

• Remediation Priority  



Thank You

Greg Radinsky                                                                                     

Senior Vice President, Chief Corporate Compliance Officer 
gradinsk@northwell.edu

(516) 465-8327 

mailto:alund@northwell.edu

